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HNucTpykuus o nopsiike odecrnevyeHns KOHPUAEHIHATbHOCTH NIPH 06pa1uemm c
uHopManuei, coaepKaeil NepcoHalbHbIe JaHHbIE

1. O01ue moJ10KeHUs
1.1. HHcTpykuus o mnopsake oOecnedeHUs KOH(QUACHUMAIBHOCTH MpU OOpalleHuH ¢
uHpOpMaLuel, coaepkameld IepcoHalbHble JaHHbIe (manmee — WHCTpyKmwmst), sBIsEeTCS
00s3aTenbHOM It BceX CTpYKTYpHBIX noapazaeneHuiit MbOY «COILl Ne 4y (nanee — OO).
1.2. Tlom mnepcoHaqbHBIMH JaHHBIMH TIOHMMaeTCs Jro0as WHQOpPMAaLus, OTHOCAMIAsICS K
OIpEe/Ie]IECHHOMY WJIM OIpEJesiieMOMY Ha OCHOBAaHMM TakoW MHpopManuu (uU3N4ecKoMy JIUIY
(cyOBEeKTYy MepCcOHANBHBIX JAaHHBIX), B T. Y. €ro (paMuJIHs, UMs, OTYECTBO, IO/, MECSI], JaTa U
MECTO POXKAEHUS, aJpec, CeMEHOe, COLMaNIbHOEe U UMYILECTBEHHOE IMOJIOKEHUE, 00pa3oBaHue,
npodeccus, T0XOIbI U JIp.
1.3. Obecneyenne KOH(PUACHLIMANBHOCTH MEPCOHAIBHBIX JaHHBIX He TpeOyercs B cCilydae
00e3MMuMBaHUsl MEPCOHAJBHBIX JIaHHBIX, a TaKKe€ B OTHOLIEHMH OOLIEIOCTYIHBIX
[EpCOHANbHBIX JaHHbIX. B 00IIeAOCTYNnHBIE HCTOYHMKM NEPCOHAIBHBIX JaHHBIX (B T. Y.
CIPAaBOYHUKH, aapECHbIE KHUTH) B IENAX HH(OPMAIMOHHOTO OOECIeYeHHsI C MHUCbMEHHOTO
corylacusi CyObeKTa MepCOHAIBHBIX JAHHBIX MOTYT BKJIIOYAThCs €ro (amMuiIus, UMsl, OTYECTBO,
roJl U MECTO POKJIEHUS, aJIpeC U APYTrUe CBEIACHMUS.
1.4. KoHpueHIMaIbHOCTh EPCOHANIBHBIX IaHHBIX MPEyCMaTpUBAET 0053aTeNIbHOE MOIyYeHHE
coriacus cyObeKTa IMEpPCOHAIbHBIX JaHHBIX (HaJMYME MHOIO 3aKOHHOTO OCHOBAHUS) HAa HX
o0pabotky. Cornacue He TpeOyeTcsi Ha 00pabOTKY 1aHHBIX:
HEOOXOUMBIX JIJISl IOCTaBKU MTOYTOBBIX OTIPABIEHUHN OPraHU3alMsIMU [TIOYTOBOM CBSI3H;
BKJIIOYAOIIUX B €05 TOJIBKO (PaMUIIUIO, UMS U OTUYECTBO CYOBEKTa;
JAHHBIX, pad0Ta ¢ KOTOPHIMH IPOBOJUTCS B IIEJISX HCIIOJTHCHUS 0OparieHus (3ampoca) cyobekTa
IEPCOHANBHBIX JAHHBIX, TPYJOBOTO WJIM MHOIO JOroBOpa C HUM, OJHOKPAaTHOIO IpOIycKa B
3/1aHM€ WIN B UHBIX aHAJIOTUYHBIX LIETIAX;
00paboTKa KOTOPBIX OCYILIECTBISETCS O€3 CPeICTB aBTOMATHU3alHH.
1.5. [lopsiiok BeneHUs NepeyHell MepCOHANBHBIX JaHHBIX B CTPYKTYPHBIX mojapasaeneHusx OO
YTBEp)KIAeTCs JIOKAIbHBIM akTOM. OCyIiecTBIsITh 00pabOTKy M XpaHeHHe KOH(PHIECHIINAIbHBIX
JTAaHHBIX, HE BHECEHHBIX B IIEPEYEHb, 3AMPEIIAETCS.
1.6. Bce paOOTHHKH, OCTOSHHO paboTaolye B NOMEIIEHUSAX, B KOTOPBIX BeleTcsl 00paboTka
NEPCOHAIBbHBIX JAAHHBIX, JI0JKHBI UMETh JIOMYCK (pa3pelieHne) K padoTe ¢ COOTBETCTBYIOIIUMU
BUIAMU MEPCOHAIBHBIX TAaHHBIX.
1.7. PaGoTHHMKaM, OCYIIECTBISIOIIUM OOpabOTKy MEPCOHATBHBIX JAaHHBIX, 3aIlpelaceTcs
coo0IIaTh WX YCTHO WJIM MUCbMEHHO KOMY Obl TO HM OBLIO, €CIIM 3TO HE BBI3BAHO CIYKeOHOU
HEO0OXOJUMOCTBIO, @ TAK)KE€ OCTABJIATh MaTepUalbHbIE HOCUTENIM C MEPCOHATBHBIMU JaHHBIMU
06e3 mpucMoTpa B He3amepToM mnomerieHuu. llocie MoAroToBKM M mepenadyu JOKyMEHTa B
COOTBETCTBUHM C pE30JIoONHel (ailibl YEepHOBHKOB W BapHaHTOB JOKYMEHTa JOJDKHBI
IEPEeHOCUTHhCS  MOATOTOBUBIIMM  MX  paOOTHUKOM HAa  MapKUpPOBaHHbIE  HOCHTEINH,
IpeHa3HaYeHHbIE JIJI1 XpaHEHUs IEPCOHANIbHBIX JaHHBIX. be3 cornacoBaHus ¢ pyKOBOJUTEIEM
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CTPYKTYpPHOTO Tozpa3feneHus popMUpOBaHUE U XpaHEHUEe 0a3 JaHHBIX (KapTOTeK, (aillloBhIX
apXMBOB U JIP.), COACPKAIINX KOH(UACHINAIBHBIC TaHHBIC, 3aIPEIIaeTCs.
1.8. Ilepenmaya mnepcoHaJIbHBIX JAaHHBIX JOMYCKAeTCd TOJIBKO B CIIydasX, YCTaHOBJIEHHBIX
@®enepanbHbiMu 3akoHaMu 0T 27.07.2006 Ne 152-®3 "O mnepcoHanbHBIX JaHHBIX" U OT
02.05.2006 Ne 59-®3 "O nmnopsagke paccMOTpeHus oOpamieHuii rpaxkiaan Poccuiickoit
Oeneparun’, ASHCTBYIOUIMMH HHCTPYKIHMSAMH IO paboTe CO CIIy)KEOHBIMH JTOKYMEHTaMH W
oOpallleHusIMU TpaXkJlaH, a TakkKe MO MUChMEHHOMY MOPYYEHUIO (PE30JIOIUU) BBIIIECTOSIINX
JOJDKHOCTHBIX JIUTL.
1.9. 3anpemiaetcs nepenaya MepCcOHAIBHBIX JAHHBIX MO TeIeQoHY, GaKcy, MEKTPOHHON MOUTe
3a HCKJIIOUYECHHEM CIIy4aeB, YCTAHOBJECHHBIX 3aKOHOAATEIHCTBOM P® U JelCTBYHOIIMMH
UHCTPYKIHUSAMU MO paboTe co Ciry)keOHBIMH IOKYMEHTaMU U oOpalieHusMu rpaxaad. OTBeThl Ha
3arpockl TPaXKJIaH ¥ OpraHu3alHid JaloTCd B TOM 00beMe, KOTOPBIA MO3BOJISIET HE pas3riamarh
KOH(QUICHIIMATbHBIE JaHHbIC, 3a HCKIIOYCHHEM [aHHBIX, COJAEpXKAIlUXCS B MaTepuanax
3asBUTEIISI WIIHM OITyOJIMKOBAHHBIX B OOIIEOCTYITHBIX UCTOYHUKAX.
1.10. OTBETCTBEHHOCTh 3a 3alIUTy 00pabaThIBa€MbIX MEPCOHAIBHBIX JAHHBIX BO3JIaraeTcs Ha
pabotHukoB mozapaznencauii OO, OCYIISCTBISIOMINX TaKyld O0pabOTKy TIO JOTrOBOpY C
OmepaTopoM, a TaKXKe Ha HWHbIE IIMIA, OCYLIECTBISAIONIME O00paboTKy WM XpaHEHUe
KoHpuIeHnanbHbIX naHHBIX B OO. Jluma, BUHOBHBIE B HApyIIEHUH HOPM, PErYIHPYIOLINX
00paboTKy ¥  XpaHEeHHE KOH(PHUACHUUAIbHBIX  JAHHBIX, HECYT  JUCIHUILUIMHAPHYIO,
aJIMUHUCTPATUBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBHU C 3aKOHOJATEIHCTBOM WU
BEJJOMCTBEHHBIMU HOPMATUBHBIMU aKTaMHU.

2. llopsinok obecnieyeHust 6e30MaCHOCTH NPH 00padoTKe U XPAHEHNH NEePCOHAIBHBIX

JAHHBIX, OCYILIECTBJIsIEMbIX 0€3 HCMO0JIb30BAaHNS CPEICTB ABTOMATHU3AIUH

2.1. OO6paboTka TEpPCOHAIBHBIX HAHHBIX, OCYIICCTBIIIEMas O3 WCIOJIb30BaHUS CPEICTB
aBTOMATHU3AINH, OJKHA OBITh OPraHM30BaHA TaKUM O0pPa30M, YTOOBI B OTHOIIEHUHU KaXKIOU
KaTerOpuu NEePCOHAIBHBIX JAaHHBIX MOXKHO OBUIO OINpPENENINTh MECTa XpaHEHHs] MaTepHaIbHBIX
HOCHUTEJIeH NMepCOHATbHBIX TAHHBIX U YCTAHOBUTD MEPEUEHb JIUII, OCYIIECTBISIONUX 00paboTKy.
22. Ilpm XpaHEeHWH MaTEpUAIBHBIX HOCUTENEH HEOOXOMUMO COOII0NaTh  yCIOBHA,
obecrnieunBaroIue COXPaHHOCTh MEePCOHAITBHBIX TAHHBIX u UCKITIOYAIOIIHe
HECAaHKIIMOHMPOBAHHBIA JTOCTYN K HHUM. Jluma, ocymiecTBisionme o0pabOTKy MEpCOHAIBHBIX
JTaHHBIX 0€3 HCIOJB30BaHUS CPEACTB aBTOMATU3ALUU, JOJKHBI OBITH MPOMH(YOPMHUPOBAHBI O
¢dakxTe 00pabOTKM MMM NEPCOHATBHBIX JAaHHBIX, KaTETOPUSIX 00padaThIBaeMbIX MEPCOHAIBHBIX
JAHHBIX, & TaKkKe 00 0COOEHHOCTAX U MpaBUiIaX BHIMOJIHEHHS TaKOH 00pabOTKH.
2.3. HeoOxoammo o0ecrieunBaTh pasaelibHOE XpaHEHHE MEPCOHABHBIX JaHHBIX (MaTepUaTbHbBIX
HocuTesel), o0paboTKa KOTOPBIX OCYIIECTBISETCS B pa3iuyHbIX Iensax. [lpu dukcanuu
NEPCOHANBHBIX JAHHBIX HA MAaTEPUAIBHBIX HOCUTEISX HE JIOMYCKAETCS Ha OJTHOM MaTepHaIbHOM
HOCHUTEJE pa3MellaTh IepPCOHaJbHbIE MJaHHbIE, LETH OO0pabOTKM KOTOPHIX 3aBEIOMO HeE
coBMecTUMBI. Jlis  00paOOTKM TEPCOHANBHBIX JAHHBIX KAXKIOW KaTErOpUU  JIOJKEH
UCIIOJIb30BATHCS OTJENIBbHBIN MaTepUAIbHbBII HOCUTEIb.
2.4. Ilpu HECOBMECTHUMOCTH Iiesieli 00pabOTKH NMEepCOHANBHBIX NAaHHBIX, 3a()UKCUPOBAHHBIX Ha
OJIHOM MaTepHallbHOM HOCHUTEINIE, U HEBO3MOXKHOCTU 00pabOTKU OJHUX MEPCOHATBHBIX TAHHBIX
OTJENIFHO OT JAPYTUX, 3a()MKCUPOBAHHBIX HA TOM K€ HOCUTEE, OJKHBI OBITh IIPUHSTHI MEPHI IO
o0ecrnevyeHnIo pa3aenbHoil 00pabOTKH NEPCOHANBHBIX JaHHBIX, HCKIIIOYAIOIUE OJHOBPEMEHHOE
KONMPOBAHWE WHBIX TEPCOHANBHBIX [aHHBIX, HE MOJICKAIMUX PACHPOCTPAHECHUIO U
HCIIOJIb30BAHHUIO.
2.5. YHHYTOKEHHE WM OOE3TMYMBAHHME BCEX WJIM YaCTH IMEPCOHATIBHBIX JAHHBIX (€CIH 3TO
JOTYCKAeTCsl ~ MaTepUalbHBIM  HOCHUTEJIEM) MPOU3BOJIUTCS  CHOCOOOM,  HMCKIIOYAIOIIUM
JanbHEHITyt0 00paboTKy STHX NEPCOHANBHBIX JaHHBIX C COXPAaHEHHEM BO3MOXHOCTH
00pabOTKM HHBIX JIaHHBIX, 3a(UKCUPOBAHHBIX Ha MaTepHalbHOM HocuTene (yIaseHue,
BbIMapbIBaHNE). YTOUYHEHHE MEPCOHAJBHBIX ITAHHBIX MPOM3BOIUTCS ITyTeM OOHOBICHHS WIH
M3MEHEHUs JaHHBIX HA MaTepHaIbHOM HOCHUTENe, a €CJIM 3TO HE JIOMYCKAaeTCsd TeXHUYECKUMU
0COOEHHOCTSIMH MAaTepHaJbHOIO HOCUTEINS, — IyTeM (HUKCAlMd HAa TOM J>K€ MaTepHaJIbHOM
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HOCHUTEJIE CBEJCHUII O BHOCHMMBIX B HHUX M3MEHEHMSIX, JIMOO IyTEM H3TOTOBIIEHUS HOBOTO
MaTepUaIbHOrO0 HOCUTENS C YTOUHEHHBIMU IEPCOHAIIBHBIMU JIaHHBIMH.

3. lopsinok odecnieyeHusi 6€30MACHOCTH NPU 00PAOOTKE U XPAHEHUM MEPCOHATbHBIX

AAHHBIX, OCYLLECTBJISIEMBbIX C HCII0JIb30BAHNEM CPEACTB ABTOMATH3 AU

3.1. be3onacHOCTh MEPCOHANBHBIX JaHHBIX MPU UX 00paboTke B MH(DOPMALMOHHBIX CHUCTEMAX,
XPaHEHUU U NEPEChUIKE 00E€CIIEYMBACTCS C IIOMOIIBIO CUCTEMBI 3aIUThHI IEPCOHANIBHBIX JaHHbIX,
BKJIIOUAIOIIEH cCrenuaabHble CPeICTBa 3alluThl HMHGOpPMALUM, a TaKXKe HCIOIb3yeMbIe B
MH(POPMALMOHHOM cUcTeMe MH(POPMALIMOHHBIE TEXHOJIOTHH.
3.2. Jomyck nui K o00paboOTKe NEpCOHANBHBIX [aHHBIX B WH(GOPMAIMOHHBIX CHCTEMax
OCYIIIECTBJISIETCS HA OCHOBAHHWU COOTBETCTBYIOIIMX pa3peIUTENbHBIX JIOKYMEHTOB M KIIOYEH
(mapomneii) qocrtyma.
3.3. Pabora ¢ nH(pOpMAIIMOHHBIMH CHCTEMaMH JOJDKHA OBITh OpraHM30BaHa TaKHUM 00pa3oM,
yTOOBl 00ECHEYUTh COXPAHHOCTh HOCUTENEH MEPCOHANBHBIX JaHHBIX M CPEICTB 3alUTHI
UHPOpPMALIMK, a TaKXKe HCKIIOYUTh BO3MOXXHOCTh HEKOHTPOJIMPYEMOTo TpeObIBaHUA B
MOMEIICHUSX, 1€ OHU HaXOAATCsl, IOCTOPOHHUX JIMII.
3.4. Komnbiorepsl M (WIM) D3JIEKTPOHHBIE IMAlKU, B KOTOPBIX cojaepkarca (ailiabl C
NEPCOHAIBHBIMU  JIaHHBIMH, JUIS KQXJIOTO TIOJb30BAaTeNsl JODKHBI OBITh  3allUIIEHBI
WH/IMBUAYaJIbHBIMU TIAPOJISIMH JIOCTYTIA, COCTOSIIIMMH M3 IECTU U 00JIee CHMBOJIOB.
3.5. PabGora Ha KOMIIbIOTEpaxX C MEPCOHANBHBIMH JaHHBIMU O€3 Mapoliel TocTyma WId TOJ
Yy)KUMH WM OOIUMH (OJUHAKOBBIMH) TTAPOJISIMH, @ TaKXKe MEPEChlIKa MEPCOHAIBHBIX JTaHHBIX
0e3 KCIOJIb30BaHUS CHEHMAIBHBIX CPEICTB 3aIUTHI MO OOLIEAOCTYITHBIM CETSIM CBS3H, B T. 4.
cetu MHTEpHET, 3anpemaercs.
3.6. IIpu 006paboTKe MEpCOHANBHBIX JAaHHBIX B MH()OPMALMOHHBIX CHCTEMaXxX IOJIb30BATEISIMU
JIOJIKHO OBITH 00ECIIEUEHO:
- UCIOJIb30BaHUE MPEAHA3HAUCHHBIX ISl TOTO pa3/ieoB (KaTaJloroB) HOcUTeNel nHdopManuy,
BCTPOEHHBIX B TEXHUYECKUE CPE/ICTBA, UM ChEMHBIX MAPKUPOBAHHBIX HOCUTEIIEH;
- HejomylleHue (U3NYECKOro BO3JCHCTBUS HAa TEXHHUYECKHE CPEJICTBa aBTOMATHU3MPOBAHHOU
00pabOTKH TEPCOHAIBHBIX JaHHBIX, B PE3yJbTaTeé KOTOPOrO MOXKET OBITh HapyIIEHO UX
(GYHKIIMOHUPOBAHUE;
- TIOCTOSIHHOE WCIIOJIb30BaHHE AHTHBHUPYCHOTO OOECHedeHUs Ui OOHApYKEHHs 3apaKeHHBIX
¢aitnoB U He3aMeIIUTEeNbHOE BOCCTAHOBJICHHUE MEPCOHAIBHBIX AAHHBIX, MOAU(PHUIIMPOBAHHBIX
WJIM YHUUYTOKEHHBIX BCJIEJICTBUE HECAHKIIMOHUPOBAHHOI'O JOCTYIA K HUM;
- HEJOMYLIEHNE HECAaHKIIMOHUPOBAHHOI'O BBIHOCA M3 MOMEILIECHUM, YCTAHOBKU U MOAKIIOYEHUS
000pyI0BaHUs, a TAKKE yJAICHUS, MHCTAJUIALIUY WM HACTPOUKH MTPOrPaMMHOTO 00eCIIeUeHusI.
3.7. Ilpu 06paboTke MepcoHANbHBIX JAHHBIX B MH(POPMAIIMOHHBIX CHUCTEMax pPa3pabOTYUKU U
aJIMIHUCTPATOPBI CUCTEM JIOJKHBI 00ECTICYMBATD:
- oOydeHHe IWI, WCIOJB3YIOIIUX CPEJICTBAa 3alIUThl HH(OpPMALUU, TNpPUMEHSEMbIE B
MH(POPMALMOHHBIX CHUCTEMAX, IIPaBHjIaM paboThl C HUMH;
- YYeT JIUI], TOMYIIEHHBIX K paboTe ¢ MEePCOHAIBHBIMU JIaHHBIMHU B HTHPOPMAIIMOHHBIX CUCTEMAX,
IIpaB ¥ NapoJjei 10CTymna;
- y4eT MPHUMEHSEMBIX CPEACTB 3aIlUThl MH(QOPMAIMH, SKCILTyaTAallMOHHOW M TEXHUYECKOU
JIOKYMEHTAalluU K HUM;
- KOHTPOJb 3a COOJIOACHHEM YCIOBHI HCIIONB30BaHUA CPEICTB 3allUThl WHGOpMaLUH,
MPEAYCMOTPEHHBIX SKCILUTYaTAMOHHOM Y TEXHUYECKOW TOKYMEHTALIUEH;
- ONMCAaHHUE CUCTEMBI 3AIUTHI IEPCOHATBHBIX JaHHBIX.
3.8. Cnemududeckue TpeOOBaHMS K 3allUTE IEPCOHATBHBIX JAHHBIX B  OTACIHHBIX
ABTOMAaTU3UPOBAHHBIX CHUCTEMAX YCTAHABIMBAIOTCS WHCTPYKLUUAMM IO MX HMCIHOJIB30BAHUIO U
IKCILTyaTal1H.
3.9. PaGornuku mnopapasnenenuii OO u nuna, BBIIONHSIOMKME pPabOThl MO JOrOBOpaM U
KOHTpaKTaM, HMEIOIIME OTHOIIEHHE K O0O0padOTKe MEepCOHATbHBIX JAaHHBIX, JOJDKHBI OBITH
03HaKOMJIEHBI ¢ IHCTpyK1IMel o1 pacuCKy.



